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a b s t r a c t

Most of the voice over IP (VoIP) traffic is encrypted prior to its transmission over the

Internet. This makes the identity tracing of perpetrators during forensic investigations

a challenging task since conventional speaker recognition techniques are limited to un-

encrypted speech communications. In this paper, we propose techniques for speaker

identification and verification from encrypted VoIP conversations.

Our experimental results show that the proposed techniques can correctly identify the

actual speaker for 70–75% of the time among a group of 10 potential suspects. We also

achieve more than 10 fold improvement over random guessing in identifying a perpetrator

in a group of 20 potential suspects. An equal error rate of 17% in case of speaker verification

on the CSLU speaker recognition corpus is achieved.

ª 2009 Elsevier Ltd. All rights reserved.
1. Introduction true identity. To address the problem of anonymity and to
Recent statistics show shrinking market share for traditional

public switched telephone networks (PSTNs). This decline of

the PSTN market share is a direct result of the substitution

from voice platforms as fixed wire-line operators migrate

customers to all-IP voice platforms and as consumers opt for

mobile voice platforms, which will also become all-IP. Unlike

traditional telephony systems where calls are transmitted

through dedicated networks, voice over IP (VoIP) calls are

transmitted through the Internet, a mix of public and private

networks, which presents a threat to the privacy and confi-

dentiality of VoIP communications. In order to overcome this

problem, VoIP traffic is usually encrypted prior to its dispatch

over the Internet (Provos). Encrypting VoIP traffic, on one

hand, helps to preserve the privacy and confidentiality of

legitimate users, but on the other hand might be exploited in

criminal activities. Scammers, terrorists and blackmailers

may abuse the end-to-end encryption facility to conceal their
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identify or confirm the true speaker of a disputed anonymous

speech, the area of speaker recognition has long been the

focus of forensic investigations. Research in speaker recog-

nition has a relatively long history starting from introducing

the term voiceprint identification (Kersta, 1962) in 1962 to the

tremendous development in the field of automatic speaker

recognition during the last decade (Reynolds, 2002) which is

marked by the National Institute of Standards and Technology

(NIST) evaluation campaigns (Martin and Przybocki, 2009;

Przybocki et al., 2006, 2007). Famous cases include the 1974

investigation of a conversation of the former US president,

Richard Nixon, and the former chief of staff, Harry Haldeman,

which was recorded in the executive office building in 1972

(Advisory Panel on White House Tapes, 1972). The authenti-

cation of the speech recordings of Osama Bin Laden and other

terrorists (Sachs, 2003) using modern automatic speaker

recognition techniques has also been used as the last resort to

provide some forensic evidence in these recent cases.
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Automatic speaker recognition can be divided into two

categories: identification and verification. In the former

scenario, given a set of suspected speakers together with

their recorded speech segments, the problem is to determine

the likelihood that a disputed encoded speech segment

belongs to one of these suspects. In the latter scenario,

a forensic investigator is given a disputed speech segment

along with a set of recordings of a potential perpetrator and

is asked to check if both sets of the speech segments origi-

nate from the same individual (Koolwaaij and Boves, 1999).

Both scenarios are addressed in this paper but from the

perspective of encrypted VoIP communications. Existing

speaker identification and verification techniques are

employed for analyzing un-encrypted speech only. To the

best of our knowledge, there is no such study available for

encrypted speech.

Variable bit rate (VBR) encoding techniques, which result

in variable length VoIP packets, have been introduced to

preserve the network bandwidth. The encryption techniques

currently in use in order to preserve privacy of the calling

and called parties do not change the packet length (Baugher

and McGrew, 2003). Hence any exploitation mechanism

based on the packet-length information remains valid for the

encrypted communication. In this paper, we propose speaker

identification and verification techniques based on using the

packet-length information without even knowing the

contents of the encrypted VoIP conversations. We demon-

strate that the packet-length information, being extracted

from either the file headers (in case of multimedia container

formats) or being physically monitored during a VoIP

conversation, can be used to identify or verify the speaker. In

particular, we use discrete hidden Markov models to model

each speaker by the sequence of packet lengths produced

from their conversation in a VoIP call. Tri-gram probabilities

of the packet length sequences were also used to create

Gaussian mixture models and decision trees, based on these

probability distributions, for each speaker. Various statistical

modelling and classification/regression techniques were also

applied, out of which the ensemble of nested dichotomies

(ENDs) achieved more than 10 fold improvement over

random guessing in identifying a speaker from a group of 20

suspects. In case of speaker verification, an equal error rate

of 17% was obtained using support vector machine (SVM)

based regression techniques.

The significant contributions of our approach are:

(1) We are the first, to the best of our knowledge, to apply

speaker identification and verification to encrypted VoIP

conversations.

(2) The recently developed container formats which are used

to store and carry multimedia information over the

Internet are explored from the perspective of speaker

recognition in case of encrypted communications.

(3) Our experimental results indicate that different types of

classification and regression techniques, that are usually

used in data mining and machine learning applications,

outperform both the Gaussian mixture models and the

hidden Markov models, the classifiers which perform very

accurately in the conventional speaker recognition

studies.
Please cite this article in press as: Khan LA, et al., Speaker recog
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The rest of the paper is organized as follows. In Section 2,

we discuss the related work in the area of speaker recognition

as well as the packet-length information exploitation in

encrypted VoIP conversations. The basic idea behind our work

is discussed in Section 3. The problem statement of our work

is presented in Section 4 and the proposed approach is

explained in Section 5. Section 6 presents the experimental

evaluation and the paper is concluded in Section 7.
2. Related work

Although significant work has been done in the area of

speaker recognition, throughout this section, we only focus

on two pertinent approaches: the Gaussian mixture model

universal background model (GMM-UBM) (Reynolds and

Rose, 1995), and the mixed GMM-UBM and SVM technique

(Campbell et al., 2006). These models are commonly used in

text-independent speaker recognition problems especially in

speaker verification or source confirmation disputes. The

mixed GMM-UBM and SVM approach combines the model-

ling efficacy of Gaussian mixtures and the discriminative

power of SVMs and has shown significant improvement in

terms of identification accuracies. In the case of speaker

identification, the accuracy measurement is simple and can

be termed as the ratio of the correctly identified speech

segments to the total number of segments in a group of

speakers. This accuracy measure is greatly dependent on the

potential number of suspects; increasing the population size

reduces the accuracy. Speaker verification, being a two-class

classification problem, can generate two types of errors,

namely false rejection (rejecting a valid speaker) and false

acceptance (accepting an invalid speaker). The probabilities

of these two events are denoted as Pfr and Pfa, respectively.

Both errors depend on the value of the threshold set for

classification. It is, therefore, possible to represent the

performance of the system by plotting Pfa versus Pfr, a curve

that is generally known as the detection error trade-off

(DET ) curve. In order to judge the performance of speaker

verification systems, different performance measures are in

place, among which the equal error rate (EER) and minimum

detection cost function (minDCF ) are the most popular ones.

The EER corresponds to the point where Pfa¼ Pfr. The minDCF

punishes strictly the false acceptance rate and is defined as

the minimum value of 0.1� false rejection rateþ 0.99� false

acceptance rate (Kinnun et al., 2009). Another noticeable work

in the field of speaker recognition is the national institute of

standards and technology (NIST) speaker recognition evalu-

ation (SRE) framework used to evaluate different text-inde-

pendent speaker recognition techniques and models

(Przybocki et al., 2007). It started in 1996 and continues untill

this paper was published.

As of now, there is no study available as far as speaker

recognition from encrypted speech is concerned. However,

Wright et al. (2007, 2008) have studied the utilization of the

packet-length information in extracting some crucial infor-

mation about encrypted VoIP traffic. In particular, the authors

were able to identify the spoken language of the transmitted

encrypted media with an average accuracy of 66%. In the

second case, partial speech contents were extracted using the
nition from encrypted VoIP communications, Digit. Investig.
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packet-length information. Both of these techniques do not

disclose the identity of the speakers beyond their language of

communication.
3. Main observation

The basic idea behind this work stems from observing the

relationship between the speakers’ identity and the length of

the packet carrying their VoIP speech contents. In order to

save bandwidth, especially in case where, on average, 63% of

the time one of the two channels in VoIP calls is idle, variable

bit rate (VBR) encoding has been introduced (Chu, 2003). VBR

techniques allow the codec to change its bit rate dynamically

to adapt to the acoustics of the audio being encoded. Sounds

like vowels and high-energy transients require a higher bit

rate to achieve good quality, while fricatives such as the s and f

sounds can be coded comparatively with fewer bits. For this

reason, for a given bandwidth, VBR can achieve lower bit rates

for the same quality. As demonstrated in Wright et al. (2007),

the bit rate used for encoding speech and the length of the

packets carrying it are in perfect synchronization. The reason

for this is the fixed frame length (10–30 ms, typically 20 ms) in

the case of speech compression and encoding mechanisms

used in VoIP communications. For example, a VBR encoder

operating at 13.6 kbps will produce a packet length of 34 bytes,

excluding the header, for speech sampled at 8000 samples per

second.

In order to determine the correlation of the speaker’s

identity with packet lengths of the encoded speech, we con-

ducted some experiments on the AN4 low vocabulary speech

recognition database (Acero, 1993) which consists of identical

phrases uttered by different speakers. Fig. 1 shows the histo-

gram of the packet lengths with Gaussian curve fitting for the

same phrase uttered by three different speakers randomly

selected from the AN4 speech recognition corpus and encoded

by the VBR encoder, Speex (Valin and Montgomery, 2006),

which encodes this phrase with eight distinct bit rates

resulting into eight different packet lengths. It is interesting to

note that different speakers produce different distributions
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Fig. 1 – Histogram of the packet lengths of letters ‘‘P I T T S

B U R G H’’ spoken by different speakers.
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for the same eight packet sizes. Various experiments were

conducted with similar speech contents but uttered by

different speakers. Throughout our experiments, the distri-

bution of frame length sequences produced by different

speakers were visually distinguishable. This dependence of

the frame length sequencing on the speaker’s identity

encouraged us to model each speaker with respect to the

corresponding frame length sequences.

In order to understand the effect of encryption on the

frame lengths, we studied the practically in-vogue security

mechanisms in VoIP communications. One of the tech-

niques proposed to secure real time speech communication

over the Internet is to tunnel VoIP over IPSec but this

proposal has a serious limitation of inducing unacceptable

delays on the real time traffic (Barbeieri et al., 2002). In

order to address the issue of confidentiality and privacy in

VoIP communications without compromising the quality of

service, the real time transport protocol (RTP) for multi-

media applications was replaced by the secure real time

transport protocol (SRTP) (Baugher and McGrew, 2003). SRTP

standardizes only a single encryption algorithm namely the

Advanced Encryption Standard (AES) which can be used in

two cipher modes: the segmented integer counter mode

and the f8 mode. As clearly mentioned in Baugher and

McGrew (2003) ‘‘none of the pre-defined encryption trans-

forms uses any padding; the RTP and SRTP payload sizes

match exactly.’’ Hence the packet-length information

remains unchanged after encryption and all exploitation

techniques based on this information remain as valid after

encryption as they are before encryption.
4. Problem statement

The break up of the speaker recognition as a forensic inves-

tigation problem is given by the following two sub-problems.
4.1. Speaker identification

Given a set of n suspected speakers {S1, ., Sn} and a disputed

anonymous encrypted speech segment O, the investigator is

asked to identify the speaker S ˛ {S1, ., Sn} of the anonymous

speech segment. The identified speaker is the one which gives

the maximum value for p(SjO). It is assumed that the investi-

gator has access to m speech segments V¼ {v1, ., vm} for each

suspect and the true speaker is assumed to be one of the

suspected speakers.
4.2. Speaker verification

Given an observation sequence in the form of a speech

segment O, and a hypothesized speaker S, speaker verification

is a basic hypothesis test between H0 (O is from the hypothe-

sized speaker S ) and H1 (O is not from the hypothesized

speaker S ). If pðOjH0Þ=pðOjH1Þ � q, we accept H0, otherwise

reject H0 (accept H1) where p(OjHi), i¼ 0, 1 is the probability

density function for the hypothesis Hi evaluated for the

observed speech segment O and q is the decision threshold for

accepting or rejecting H0.
nition from encrypted VoIP communications, Digit. Investig.
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5. Proposed approach

Fig. 2 shows an overview of our proposed approach. First, the

packet-length information from encrypted VoIP conversa-

tions is extracted and used to create suitable models for the

different speakers. The unknown communication can then be

classified using some classification/regression techniques on
Fig. 2 – Overview of the proposed approach for speaker i

Please cite this article in press as: Khan LA, et al., Speaker recog
(2009), doi:10.1016/j.diin.2009.10.001
the basis of the pre-trained models of each speaker. These

steps are further explained throughout the rest of this section.

5.1. Packet length extraction

The packet-length information can be extracted from the

encrypted VoIP conversation using one of the numerous open

source packet sniffing tools or any of the techniques
dentification from encrypted VoIP communications.

nition from encrypted VoIP communications, Digit. Investig.
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mentioned in Wright et al. (2007, 2008). In addition, multi-

media container formats like the Ogg (Pfeiffer, 2003) and

MPEG-4 (Koenen, 2002) are also used for carrying multimedia

information in packets over the Internet. For the voice trans-

mission over packet switched networks, Ogg uses the Speex

encoder which handles voice data at low bit rates (8–32 kbps/

channel) and the Vorbis encoder which handles general audio

data at mid to high-level variable bit rates (16–500 kbps/

channel) (Valin and Montgomery, 2006). To cater for the VBR

encoding mechanism, the Ogg page headers reserve a specific

field in the page header as a segment table. On one hand, this

provides for efficient multiplexing and seamless integration of

multimedia data independent of the underlying compression

and encoding mechanisms. On the other hand, the segment

length information can be retrieved from the page header

without even inspecting the internal packet contents.
5.2. Modelling and classification

For modelling the speaker’s identity with respect to the

variable packet-length information, various modelling

approaches are explored. In case of conventional speaker

recognition approaches, the observations on which the models

are based are multidimensional vectors generally in the form

of Cepstral features extracted per frame (Bimbot et al., 2004). In

the encrypted VoIP scenario, we only know the length of the

frame, or for that matter the packet, which is a scalar value per

frame. We used discrete hidden Markov models (HMMs) to

create a model for each speaker based on the sequence of

packet-length information. An HMM is characterized by two

model parameters, M and N, and three probability measures A,

B and p, where N denotes the number of states {S1, ., SN} in the

model, M denotes the number of distinct observation symbols

per state, A is the state transition probability distribution, B is

the observation symbol probability distribution and p is the

initial distribution. HMMs use the Baum Welch expectation

maximization algorithm (Baum et al., 1970) for calculating the

model parameters and the Viterbi search (Forney, 1973) for

finding the most likely sequences of hidden states.

The other approach which is also used in Wright et al.

(2007) for language identification is to create tri-gram models

out of the frame lengths for each speaker. Using tri-gram

probabilities, speakers are modelled as GMMs with different

model orders. Mathematically, a GMM l( y) is given by

(Campbell et al., 2006)

lðyÞ ¼
XM

i¼1

aiGðy; mi; SiÞ (1)

where G( y;mi;Si) is a Gaussian model with mean mi and

covariance Si. The weight of each mixture is represented by ai

and M denotes the total number of Gaussians. Different

expectation maximization algorithms are used to find the

optimum values of mixture weights (Dempster et al., 1977)

where each Gaussian in the mixture has its own mean and

covariance matrix that has to be estimated separately

(McLachlan, 1988).

In addition to the HMMs and GMMs described above, we

have also tested several other classifiers. The classifier

which obtained the best accuracy for speaker identification
Please cite this article in press as: Khan LA, et al., Speaker recog
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was based on the ensemble of nested dichotomies (END)

(Frank and Kramer, 2004) which is a recently introduced

statistical technique for tackling multi-class problems by

decomposing it into multiple two-class problems. Using the

C4.5 decision tree (Quinlan, 1992) and logistic regression

(Agresti, 2002) as base learners, the ensemble of nested

dichotomies shows better classification accuracies

compared to the case where we apply these learners

directly to multi-class problems. The probability estimates

produced by binary classifiers are multiplied together,

considering these to be independent, in order to obtain

multi-class probability estimates. Nested dichotomies can

be represented as binary trees. At each node, we divide the

set of classes A associated with the node into two subsets, B

and C, that are mutually exclusive such that B and C

together contain all the classes in A. The nested dichoto-

mies root node contains all the classes of the corresponding

multi-class classification problem. Let Li1 and Li2 be the two

subsets of class labels produced by a decomposition of the

set of classes Li at internal node i of the tree and let

pðl˛Li1 jy; l˛LiÞ and pðl˛Li2 jy; l˛LiÞ be the conditional proba-

bility distribution estimated by the two class model at node

i for a given instance y. Then the estimated class probability

distribution for the original multi-class problem is given by

pðl¼LjyÞ¼
Yn�1

i¼1

�
I
�
l˛Li1

�
p
�
l˛Li1

��y;l˛Li

�
þ I
�
l˛Li2

�
p
�
l˛Li2

��y;l˛Li

��
(2)

where I($) is the indicator function and the product is over all

the internal nodes of the tree.

In the speaker verification domain, various classification

and modelling approaches can be applied in order to deter-

mine whether a particular speech utterance belongs to

a particular speaker or not. We used several classification

techniques to verify the speaker identity using the tri-grams

of the packet lengths of the speech encoded by VBR encoding

mechanism. One way to deal with the speaker verification

problem is to consider it as a two-class classification problem

and assign the probability of the likelihood of the model as the

true and imposters scores in order to calculate the equal error

rates and minimum detection cost function. Another tech-

nique we used is to tackle the speaker verification problem as

a regression problem (Smola et al., 2003) by assigning different

numerical values to the true speakers and the imposters

during the training process. Then we set a threshold for the

binary decision. For any unknown utterance, we calculate

the values via the same regression modelling technique and

attribute the utterance to the target speaker depending on the

threshold and the calculated value. The classifier we used for

this approach is the SVM with RBF kernel (Burges, 1998; Hsu

et al., 2009).
6. Experimental evaluation

Our experiments were conducted on the CSLU speaker

recognition database (Cole et al., 1998) which consists of

speech files from 91 speakers recorded in twelve sessions

over a period of two years. Each session consists of 96 files

each of 2–20 s duration. We first encoded the wave files of
nition from encrypted VoIP communications, Digit. Investig.



Table 2 – Average Precision, Recall and F-measure values
of speaker identification for a group of 10 speakers.

Classification technique Precision Recall F-measure

HMM 0.557 0.542 0.553

GMM 0.599 0.589 0.591

Bayes Net 0.601 0.592 0.598

ENDs 0.734 0.724 0.723
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the database with Speex using variable bit rate encoding in

the narrow band mode. This encodes the files with eight

different bit rates depending on the speech contents in

each 20 ms frame. The VBR encoder encoded the speech

files with eight distinct bit rates resulting into different

frame sizes each of 6, 10, 15, 20, 28, 38, 46 and 62 bytes. The

sequence of these frame sizes depends on the content as

well as the acoustics of the underlying speech. A Matlab

application was developed for extracting the packet-length

information from the encrypted files. Various techniques

were then employed to correlate the frames sizes with the

speaker identity.
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6.1. Speaker identification

In case of speaker identification, the job of the forensic

investigator is to identify the potential perpetrator in a group

of potential suspects. The number of potential suspects may

vary from one case to another. We conducted experiments on

groups of 5, 10, 15 and 20 suspects. Various modelling and

classification approaches were used for the experimental

evaluation of identifying the potential perpetrator from the

packet-length information extracted from encrypted VoIP

conversations. The following are the worth mentioning

experiments.

HMM Tests: The HTK toolkit (Young et al., 2003) was used to

develop HMM models for different speakers based on their

corresponding sequence of frame sizes. 300 speech files per

speaker were used for training and 100 files were used for

testing. The HMM modelling approach achieves an identifi-

cation accuracy of 54% for a group of ten speakers.

GMM Tests: For the GMM tests, we calculated the tri-gram

probability of the eight symbols (frame lengths) thereby

creating a 512 component vector for each speech file. For

example, the first component of the 512 component vector

corresponds to the probability of the sequence (6,6,6) in the

sequence of symbols, the second component corresponds to

(6,6,10) and so on. These probability distributions of the tri-

grams of each speaker were modelled as a GMM. Again, we

used 300 files per speaker for training and 100 files for testing.

Various model orders, from 8 to 64, were used but no signifi-

cant improvement could be observed with the increase in the

models orders. The speaker identification accuracies obtained

through the GMM approach showed slightly better results as

compared to the HMMs. For example, the identification

accuracy in case of 10 speakers increased from 54.2% to 58.9%

in the case of GMMs with model order 16.
Table 1 – Speaker identification accuracies of various
classification methods.

No. of speakers Identification accuracies (%)

HMM GMM BayesNet ENDs

5 60.5 63.7 68.4 74.9

10 54.2 58.9 59.2 72.4

15 43.7 41.7 51.7 59.8

20 38.4 39.6 43.2 51.2

Please cite this article in press as: Khan LA, et al., Speaker recog
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Bayes Net and ENDs Tests: The WEKA toolkit (Witten and

Frank, 2005) was used to investigate the performance of

different types of classifiers and regression techniques in our

speaker identification problem. Among various classification

techniques available, the Bayesian network classification

technique (Heckerman, 1995) showed results better than both

HMMs and GMMs. For the training and test data we used the

tri-gram probability as features and the speakers identity as

classes. We conducted experiments using 10 fold cross vali-

dation evaluation to avoid any biases in the data. Furthermore,

the use of meta classification has showed significant

improvement over simple classification techniques. In this

case, the discriminative power of various base classifiers is

combined to achieve better classification accuracies. We

conducted some tests using various meta classifiers with

different combinations of base classifiers. The ensemble of

nested dichotomies (ENDs) showed significant improvement

over all other classification methods. For the training and

testing data we again used the tri-gram probability distribu-

tions of the frame length sequencing to compare the accura-

cies with the same data set and features.

6.1.1. Results
Table 1 shows a summary of the identification accuracies of

the above mentioned four significant classification techniques

for a group of 5, 10, 15 and 20 speakers.

We also measured the precision and recall of all the above

proposed techniques. The average values of the precision and

recall for 10 speakers obtained throughout the above

mentioned four classification techniques are presented in
0
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Fig. 3 – F-Measure Variation with Number of Speakers and
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nition from encrypted VoIP communications, Digit. Investig.



0.1 0.2 0.5 1 2 5 10 20 40 60
0.1
0.2

0.5 
1 

2 

5 

10 

20 

40 

60 

80 

False Alarm probability (in %)

M
is

s 
pr

ob
ab

ilit
y 

(in
 %

)

−−− AdaBoost

−−− DMNB

−−− Bayes Net

Fig. 4 – A typical DET plot of speaker verification with

different classification and regression techniques.

0.1 0.2 0.5 1 2 5 10 20 40 60
  0.1 
  0.2 

 0.5  
  1   

  2   

  5   

  10  

  20  

  40  

  60  

  80  

False Alarm probability (in %)

M
is

s 
pr

ob
ab

ilit
y 

(in
 %

)

−−− Linear Reg.

−−− SVM−SMO Reg

−−− SVM with RBF

Fig. 5 – A typical DET plot of speaker verification with

different classification and regression techniques.

d i g i t a l i n v e s t i g a t i o n x x x ( 2 0 0 9 ) 1 – 9 7

ARTICLE IN PRESS
Table 2. The variation of the F-measure, which is defined as

the harmonic mean of precision and recall, with the number

of speakers for the different classification techniques is

depicted in Fig. 3.
6.2. Speaker verification

Speaker verification can be thought of as a two-class clas-

sification problem. We conducted experiments on the same

data set of speakers as the speaker identification but in this

case we first used the classification techniques to model two

classes, one for the target speaker and one for the cohort or

background model. Two types of cohort models were

created, one for the male group and another one for the

female group. The two cohort models were trained using the

complete data sets of male and female speakers respectively.

For the target speaker, we used four hundred files per

speaker. To evaluate our classification methods, we used the

10 fold cross validation approach to avoid any bias in the

evaluation experiments and to judge the classification

method over the entire database reserving 90% for training

and 10% for testing. The NIST toolkit was used to calculate

the equal error rates. For the true speakers and imposters’

scores, we used the probability scores of our classifier as

input.
Table 3 – Speaker verification accuracies of various classificati

Verification Classification

A. Boost DMNB Bayes

EER (%) 23.4 20.1 19.5

minDCF 0.0856 0.0838 0.069
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6.2.1. Speaker verification via classification
For classification, we used three different classification tech-

niques, namely Adaboost.M1 (Yoav and Schapire, 1996),

discriminative multinomial naive Bayes (DMNB) (Su et al.,

2008) and the Bayesian network (Goldszmidt et al., 1977)

classifiers. Fig. 4 shows a typical DET plot of one speaker from

our database using the three classification techniques. The

point on the DET plot which gives the minimum cost detection

function is marked on each curve.

6.2.2. Speaker verification via regression
In this case, we again used three different regression

techniques. These are linear regression (Witten and Frank,

2005), SVM with sequential minimum optimization (SMO)

(Platt, 1999), and SVM with RBF kernel (Burges, 1998). We

used the regression scores of the true speakers and the

imposters for calculating the equal error rates and

minimum detection cost function. The regression approach

via SVM with RBF kernel produced lower EER as compared

to the Bayesian network classifier. Fig. 5 shows the typical

DET plots of one randomly selected speaker from our

database when using the three regression techniques

described above.

Table 3 shows the mean EER and minimum CDF obtained

when using the above discussed classification and regression

methods.
on methods.

Regression

SVM-SMO Lin. Reg SVM-RBF

22.3 21.3 17.1

0 0.0901 0.0830 0.0681

nition from encrypted VoIP communications, Digit. Investig.



d i g i t a l i n v e s t i g a t i o n x x x ( 2 0 0 9 ) 1 – 98

ARTICLE IN PRESS
7. Conclusion

With the advancement in VoIP applications, in which the un-

encrypted speech communication is diminishing, access to

un-encrypted speech can prove to be a very difficult task for

investigators. Therefore, future forensic applications need to

look into the possibility of identifying perpetrators from

encrypted speech segments. This paper is an endeavor in this

direction. Several techniques for forensic speaker recognition

from encrypted VoIP conversations were presented. It has been

shown that the variable packet-length information in case of

variable bit speech encoding mechanism can be exploited to

extract speaker dependent information from encrypted VoIP

conversations. Although the identification and verification

accuracies achieved in our experiments are not comparable to

the ones achieved in the un-encrypted speech domain, these

are by far superior to random guessing as one would expect in

case of encrypted communication. It should also be noted that

while the current state of the art speaker recognition tech-

niques have not matured enough to be produced in a court as

the sole source of evidence against a suspect, these techniques

are nonetheless valuable tools that can facilitate forensic

investigations. In the same context, the computational data

obtained by our experiments, obviously, cannot be used as

a complete forensic evidence. However, together with other

sources of evidence they can provide some clues for further

directions to the forensic investigators.
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